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2. IR

Shodan BIUFFMKFZERY , 9FIE : Membership ( =R ). Freelancer ( EFER

Al ). Small Business ( /BNl ). Corporate ( AF] )

2.1 WePzeE

POFIKFSREY , AT EIARIEEER,. AIfTE 1P 8. WRaEHE. BE~0
SRS, BEHELE IP E0EEEER  BRERLUNRREER

5245 | https://account.shodan.io/billing 3SKENEZ(E &,

Membership Freelancer Small Business Corporate Enterprise
Price $49 (one-time) $59/ month $299/ month $899/ month Custom
Query credits (per month) 100 10.000 200,000 Unlimited Unlimited
Scan credits (per month) 100 5120 65,536 327680 Unlimited
Monitored IPs 16 5120 65536 327680 Unlimited
Available search filters Allexcept [l =~ |EH Altexcept [l o B8 Altexcept B All All
Number of users 1 1 1 1 Custom
>earch pages 20 20 200 200 200

an Monitc v v v v v
Private firehose v v v ~ v
IP lookups v v v v v
Batch IP lockups ~ v
Bulk Data v
InternetDB v
Full firehose v
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3. Shodan &fi

3.1 IRERTHE

Shodan FERREEEEHRANERIETTHN , WMAETHNAE , BIANR
[EFERRTIREER.

'. SHODAN Explore Downloads Pricing &

Search Engine for the
Internet of Things

3.2. Explore

Explore AAPIRMTESAHERITSE , XEEKAEMBRSE |, €587
Shodan #ZRAYTNEE. FEIAELINRILG M,

#% SHODAN

scada fip server hitp ot test
password cisco web default login

ssh 1 nas ipcam

@) Shodan 2000

FEBBEEN : https://www.shodan.io/explore 3kENEZ(=E.,
3 W



https://www.shodan.io/explore

|l S aes Shodan (EFIEH—AiEAIT

3.3. Exposure

Shodan Exposure it 7 E—PMEZRMK ATFHIIRSHIESRRE | ZAES

BT ZEXAFRARC. &ERNRR. Blim0 TOP10, BREEESE.

€« C @ exposureshodan.io/#/CN " g e 'n (o]
Module13 Module1.14
Map of All Services Top Vulnerability
CVE-2019-0708
;’;‘Js‘”;:‘ Module1s
=55 ‘ BlueKeep Unpatched
22,975,894 38,814
v
1S 38050800 8 0

IS8 08 888

Moduleas
Industrial Control Systems
649 Module1.g
e R Bt o e Bt e Compromised Databases
4,108
Module1.8 Module1.2 ssssss
MapofiCs Port Usage
e
C R
o > I
8o
o
53 I
)
21 -
Moduleas
EtemalBlue Linerable e
oo

FFIBIBEE : https://exposure.shodan.io AAENEZ(ZE.,
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3.4. Report

X3F Shodan BHERER , ATLARTE View Report BEEERIRS . HPEIET
BRERVEIERS |, MER. wO. KwhE. BREEE.

€ - C @ shodan.io/search

'. SHODAN Explore Downloads Pricing &2

New Service: Keep track of what you have connected to the Intemet. Check out
401 Unauthorized

Takean *! Taiwan, Taipei
United States
Thailand

401 Unauthorized
South Africa 3

Spain

== Germany, Hamburg

#% SHODAN  Explore

Shodan Report

// GENERAL

Total: 4,209

@ Countries
Taiwan

United States
Thailand
South Africa

Spain

Organization

Chief Telecom Inc.

ASIA PACIFIC TELECOM CO. Ltd.n3F, No....
Mountain West Technology Networks

Chunghwa Telecom Co. Ltd.nNo.21-3,

TOT Public Company Limited
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3.5. Maps

Shodan Maps EWUHAEIE 7R 7 XN ERIMIRNE |, BRE /i
B EXIMAIELAR , AILABRTZIREHNFEHER.

EEFRIRRINEETAIRERG |, A LIRE View on Map , EHEZRINERER
£ Map t,

= = e = = " ~y s : (B S
#% SHODAN Maps Q {‘f R

Total Results: 15,549,868 S Jrhap S o = 3 © 61.188.185.247
. LR Nk eNTEEIGETI M (25 Al * ¥
Top Services
SSH 13,843,793
prrrl 787,788
Metasploit (55554) 121,511
NAS Web Interfaces 89,729
RDP 56,758

: . T
§ Top Countries
us 5,663,584
DE 1,381,968
CN 1,085,873
R 666,768
5 68 483,559
s\ B v e — Y

] Top Organizations
® DigitalOcean, LLC 992,469
[ Google LLC 988,383
A. Amazon Technologies... 899,813
3 Hetzner Online GmbH 371,444
Microsoft Corporation 279,786

< c @ shodan.io/search?query=name%3Aadmin+password%3A+1234

'. SHODAN Explore Downloads Pricing @2

New Service: Keep track of what you have connected to the Intemet. Check out

401 Unauthorized

b .

y¥

United States

Taiwan *! Taiwan, Taipei

Thailand
401 Unauthorized
South Africa

Spain

== Germany, Hamburg

FIBBEA : https:/maps.shodan.io ZRENEZER.,
%6 M
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3.6. Images

Shodan Images BJLAIREN IR B R s B aiR 5 LAUsCaTE El.

# SHODAN  Images

FOUND 88,473 RESULTS

F_

WEBCAM WEBCAM WEBCAM
BT e e

- G = N5 5
WEBCAM WEBCAM

WEBCAM

g TmEy ; s

r 4 \

—

4 J " 2/
v
w =

’ \ \ g\ - a WEBCAM
| ™ \

WEBCAM

#% SHODAN  images

// FOUND 913,679 RESULTS

—

—
e —

——

WINDOWS ' LOGIN ! DESKTOP WINDOWS | LOGIN | DESKTOP WINDOWS LOGIN DESKTOP WINDOWS LOGIN DESKTOP

e o

WINDOWS LOGIN" DESKTOP WINDOWS | LOGIN | DESKTOP WINDOWS | LOGIN | DESKTOP WINDOWS LOGIN DESKTOP

HEEBEN : https://images.shodan.io 3 XENEZ(=E.,
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3.7. Monitor

Shodan FEIFAEF G IRES | SHEERH TN , JAF~FHG , 2LAS

ERZVERNLERF.

Developer More.

® SHODAN Monitor  Dashboard  ManageAssets  Settings

Manage Assets

'. SHODAN  Monitor Dashboard Manage Assets Settings

Monitor Network

General Information

f. SHODAN = Monitor Dashboard Manage Assels  Settings

Dashboard 2

Top Vulnerabilities
cve-2015-0204

cve-2015-4000

Potential Vulnerabilities

cve-2015-0204
cve-2006-5752
cve-2007-1741

cve-2007-1742

HEBIBE : https://monitor.shodan.io/dashboard 3REXNEZ(E &,

£ 8 M
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3.8. {XF&tR

Shodan RYSGRIRATLAEIRRAF =SR] APL BE |, IR SZEEIRIFIREL.

vershodan.io/dash %

#% SHODAN  Developer  Doshboard  APIReference Intogratons  Priong 2

Dashboard

7/ 30 DAY USAGE URRENT API PLAN

// CREDIT USAGE

// MONTHLY USAGE

// GET FEATURED!

FEBHBEE : https://developer.shodan.io/dashboard 3k EXNEZ(=E,
3.9. imiAigER

Shodan RUIRIREEERAY I ExploitDB, Metasploit , JLARIEEZRAZ ILECXIRY

ENCIES

@ exploits shodan.io/ weblogi &

# SHODAN | Exploits

BEA Webl ogic 7.0/8.1 - Administration Console Error Page Cross-Site Scripting
AATTER

webapps

51

.. source: https://www.securityfocus.com/bid/

exploitdb 47
BEA WebLogic Server And Weblogic Express are affected by a cross-site scripting vulnerability. This issue is due to
metasploit 4
A successful attack may facilitate ..
multiple 19 o X .
BEA Webl ogic 7.0/8.1 - Administration Console Error Page Cross-Site Scripting
windows 17 R —
java 5
isp 4 v source: https://waw.securityfocus.com/bid/13794/info
Windows . N N
4 BEA WebLogic Server And Weblogic Express are affected by a cross-site scripting vulmerability. This issue is due to
A successful attack may facilitate ..
remote Yl
webapps 9 Oracle Weblogic Apache Connector - POST Buffer Overflow (Metasploit)
exploit 4 A
d 4

.. tExploit::R
Rank = G



https://developer.shodan.io/dashboard

|l S aes Shodan (AT M—AHEEIT

FIBIEE : https://exploits.shodan.io/welcome FRENE Z(EE.,

% 10 W
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3.10. EREIGIE

Shodan ZEIIFFEALMHAF A BB RS NER.

C & honeyscore.shodan.io

®% SHODAN

Honeypot Or Not?

Enter an IP to check whether it is a honeypot or a real control system:

62.141.37.232 Check for Honeypot

Frequently Asked Questions

FEEEA © https://honeyscore.shodan.io JRKENE ZERE.

3.11. BB

Shodan FBIFROMERFRH TENEEER , BIE(ERERE. APL 1T

NECEEINES

C & helpshodanio E W g8 ¢ €0 » §len i

C% SHODAN Help Center

EBFEER © https:/help.shodan.io SRENEZERE.

2 11 7


https://exploits.shodan.io/welcome

I . S miaslz Shodan fEFAFA—KHEEIF

4. ToEH;

=]

-

4.1. Banner

Shodan RERIEAREUEER(LZ Banner , Banner EHIRIRFFTEITHIIRSSHY
SN AEE | XIF Web fRS5E85KiN , Banner 2FRIEGE telnet ERFMH ,
Banner FIAB=ERS 2L RMER,

TEE— A Hitp Banner , 1% Banner IAE7R 7 — PN EEE{TAY nginx

IRS3E8 | JTRIAURIASEEL S PHP :

1qr9bbm9u1bB11 path=/

TEE— 1 HEYH] SSH banner :

12 W
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4.2. \ZERTCER

Shodan BRT3REX banner 4) , IRAT KBS IRBHITCEIE | INiREAIHELE
VE. BERFGEE. BEEFEMZRRIHE. BaEARSS.
TEA—MEETTEYE

& General Information

phuthi.divisionmask.website

Turkey

Istanbul

Dedicated Server Customers

Datatelekom Bilgisayar internet Bilisim Yazilim ve telekomuenikasyon Hiz.San.Ve
Dis Tic.Ltd.Sti

AS49632

% 13 W
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SSL HRIZ2EEMN R AEERIARS , Shodan tHIKEH Banner , BFEN

SSL RITHREARSS AN IRIRIE R

4.3.1. SSL banner

TEA—MMRAER SSLbannner (S8 , BIFEMNY. EB. IREAFER. A
SRH , WREE -S|, BBAKIREASIF X SSLMRA , AIRRARLL-FF
3k, MIBRSSSIFHATER SSL hRAS. fgn , TEHAIARSSEE , R3RF TLSvI.1,

TLSv1.2,

ssl : §

acceptable_cas : [1,
alpn : [ ... 1,

cert : { ... },

chain : [ ... 1,
chain_sha256 : [ ... 1,
cipher : { ... 1,
dhparams : null,

jads :

jarm :

ocsp : {},

tlsext : [ ... 1,
trust : § ... },

versions : [

4.3.2. SSL {2

SSL MRAMSRUE A LAEIY Shodan PITAERE APLEITIGZR., Hl40 , WA :

% 14 W
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ssl.version:sslv2 , BHREIFCIFER SSLv2 BIEFE SSL RS , 8% HTTP,

SMTP, POP3, IMAP %%,
’. SHODAN Explore Downloads Pricing &2

8 1 2 1 09 New Service: Keep track of what you have connected to the Intemet. Check out

403 Forbidden
1 © SSL Cerfificate

8 Canada, Montréal

self-signed

Kazakhstan
United States
Tunisia

China

Germany

4.4. Web 204

Shodan FYTERSZHHEERIGHT web AR , XFTF http, https &R , [EHIE
547 hedaer 5 HTML o IBruEAYEE , FIBLERFMETE http.components
JoEEREA | i -

% 15 W
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http : {
components : §

"AddThis" : { ... },
"Google Tag Manager” : { ... },
"Modernizr" : { ... },

“MysQL” : {

categories : []

3

"PHP" : {

categories : []

}

"WordPress" : {

categories : []

http.components ZRBFIZMUETEIZTT Wordpress IR BIRRR , IXHR T FH

T PHP. Mysql R,

%2 16 I
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5. Shodan API

5.1. Developer API

Shodan T —1NFFRE APl KiREREFRNAFEEIESE. TLABEEM
IR ERSERAITAE |, EETLAUBIT API E5TRK.

1% API 9 /98BS : RESTAPI, Streaming API, REST API 2% 2% Shodan
A9753% , EE , FRECKTFEIRSERIEE. Streaming API £2{# Shodan 47
KRR EHRIRIASEAREL, BN TENEERTLERE | iZ APLRENATEHER
BRI R RS TRE | ERTHRERIAELIENIA.

REWLFRE APLIHKIRIAZ BEERIS Streaming AP,

5.2. API {EFEBRH!

HRIE APLINERARE , APl RBFRRERIPRE :

1. R . SANERREETENRY  BEREERATEIRS. IREEE
HASBRERRS ST IERERE B TR RN EHEEIRS.
187 apache AHEEBFREEIAIRSD 87 apache country:"US"EiBE— ) EIAFR
2 MEEEE_RNERASKEE I EIRS,

2. 1A - IRFIRBH APl BRARIERS IRFIEAMENNNE. YTE
MNENRREFEE— MRS 7 e,

3. ZIRER | IRIBAEN AP RYBERRET LA FRREE TN RE il FT = AIRY
P, REMNEZFZREERLTIRE , BIEERFHEIEEE 100 KIZE,

5.3. Facets

1T



|l S aes Shodan (AT M—AHEEIT

ZK{PA Shodan IS8R , IHEZREERAY Banner FERHITILIFEE,

g0 , LiERS © port:22 IYWIAT Facets 79 : ssh.fingerprint , FIFIEEEMIR B
SREN.

B &y Facets REEFE API #1 CLI A,
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5.4. ZEEHWIRL

Z24E Shodan API :

pip install shodan / easy install shodan
it

import shodan

api = shodan.Shodan(API KEY)

FeR %A APL_KEY 4B8%EfS | AR AP HHTIER,

5.5. (3 APTH{TIEE

Shodan.search()

i U E

% shodan_api.py

import shodan
api = shodan.Shodan('RJ7Z@HBSBRD7XRGpY5g55dLLKCqSGLKF ')

try:
results = api.search('apache')
print("Results found: %s" % results['total'l])
for result in results['matches']:
print("IP: %s" % result['ip_str'])
print(result['data'])
print("")
except shodan.APIError as e:
print("Error %s" % e)

try » for result in results['matches']

shodan_api
C:\Users\nirvana\AppData\Local\Programs\Python\Python39\python.exe E:/Projects/Python/shodan/shodan_api.py
Results found: 206451600

IP: 80.119.244.210

HTTP/1.1 200 OK

Date: Sun, 20 Jun 2021 07:24:24 GMT

Server: Apache/2.4.35 (Winé4) OpenSSL/1.1.0i
Last-Modified: Mon, 11 Jun 2007 17:53:14 GMT
ETag: "2e-432a50e139680"

Accept-Ranges: bytes

Content-Length: 46

Content-Type: text/html

2

A8}

B api XIERAY Shodan.search()7i% % AREBIFVERBMNFEZH,

= FIEDHERERAE | KREBRENVERHTIERRER , FITEE 1P 7

banner, E—TUATEERLERT 100 1N,

BOAIBRT |, Shodan AT HETEFEAE | banner PRI—LERRIFEREMW

£ (Bl HTML ), ERERRAERIER , FER minify=False ZFIHIE.
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Banner 8 2HIZENBMFIRIZSEMR A,
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5.6. {£F API #H1TEHEH

Shodan.host()

= shodan_api_search.py = shodan_api_host.py

import shodan
api = shodan.Shodan('RI7Z0HBSBRD7XRGPY5955d1LKCG5GLKF ')

host = api.host('62.141.37.232")

print("""
IP: %s
Organization: %s
Operating System: %s
" % (host['ip_str'], host.get('org', 'n/a'), host.get('os', 'n/a')))

for item in host['data']:
print("""
Port: %s
Banner: %s
% (item['port'], item['data']))

Run: shodan_api_host

> c:\Users\nirvana\AppData\Local\Programs\Python\Python39\python.exe E:/Projects/Python/shodan/shodan_api_host.py

IP: 62.141.37.232
Organization: myLoc managed IT AG
Operating System: None

m o & Yl

Port: 3306
Banner: \x04Host \'168.9.73.18\' is not allowed to connect to this MySQOL server

BOABR T , Shodan RIREIFRIAKERRIENANSR. WNEREFREN 1P HE4EAT

SEAFICSE , A history 284,

host = api.host('62.141.37.232', history=True)

5.7. {8 API#{THRMT

Shodan.count()
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shodan_api_scan.py

& 4l

i ]

shadan_api_count.py

query = 'apache 2.4'

result = api.count(query, facets=FACETS)
print('Shodan Summary Information')
print('Query: %s' % query)

print('Total Results: %s\n' % result['total'])

for facet in result['facets']:
print (FACET_TITLES[facet])

for term in result['flcets'][facet]:
print('%s: %s' % (term['value'], term['count']))

pr‘inf[")

except shodan.APIError as e:
print('Error: {}'.format(e))

try » for facet in result(['facets for term in result['facets fa

shodan_api_count

c:\Users\nirvana\AppData\Local\Programs\Pythen\Python39\python.exe E:/Projects/Python/shodan/shodan_api_count.py
Shodan Summary Information

Query: apache 2.4

Total Results: 453662

Top 10 Countries
US: 104945

B AP EOIBES*# | https://developer.shodan.io/api 3KEY

& developer.shodan.io,

2
o

API Reference

API Documentation

/shodan/host/{ip}

/shodan/host/count

/shodan/host/search

/shodan, 4 h/facets

/shodan/ /filters

search/tokens
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6. Shodan CLI

6.1. TE

Shodan B EJ5 Python F , BT :

https://github.com/achillean/shodan-python , ZL3EE#HHI Shodan ApS 170 LUE

BUATHRSTE !

easy install shodan BY, pip install shodan

EARDZEMD , JLAETLAT®< , BIRE] Shodan fp$iTFas5!
7=, NIRRT ¢
shodan

root@VM-8-5-ubuntu:~# shodan
Usage: shodan [OPTIONS] COMMAND [ARGS]...

Options:

-h, —-help Show this message and exit.

Commands:

alert
convert
count
data
domain
download
honeyscore
host
info
init
myip

org
parse
radar

Manage the network alerts for your account

Convert the given input data file into a different format.
Returns the number of results for a search

Bulk data access to Shodan

View all available information for a domain

Download search results and save them in a compressed JSON...
Check whether the IP is a honeypot or not.

View all available information for an IP address

Shows general information about your account

Initialize the Shodan command-line

Print your external IP address

Manage your organization's access to Shodan

Extract information out of compressed JSON files.
Real-Time Map of some results as Shodan finds them.

6.2. AL E35A

% 23 W


https://github.com/achillean/shodan-python

I . S miaslz Shodan fEFAFA—KHEEIF

LEYF Shodan epSfT LRSS | XE BRI APL KEY |, A BEIEEER |, @

NUAT S EIRI4RE APL KEY , APl KEY AJLAEMKAE S hEE -

shodan init API KEY

Membership

e
piec

qiﬂﬁx_
m] 1

root@VM-6-5-ubuntu:~# shodan init 208T 98yshiSNJTMC

root@VM-8-5-ubuntu:~#

6.3. AR DIFRE
Shodan HFNENFHSWALNBI-h EAR N,

root@VM-8-5-ubuntu:~# shodan alert create -h
Usage: shodan alert create [OPTIONS] <name> <netblocks>

Create a network alert to monitor an external network

Options:
-h, --help Show this message and exit.

6.3.1. alert (S

alert AT CIRMEIE. FIR. BREIANMBRMWES EENAIIORE.
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6.3.1.1. BB ISINES

shodan alert create U284 1P EMNZZSBEFIFR(CIDR FiE)

TR, FEIE—1NEB test, TP 9 62.141.37.232 B9USTHES -
root@VM-6-5-ubuntu:~# shodan alert create test 62.141.37.232

Alert ID: AF3WQ821HH4YG560)
root@VM-8-5-ubuntu:~#

6.3.1.2. BiJISZEEE

shodan alert info Alert ID

root@VM-8-5-ubuntu:~# shodan alert info AF3W(Q821HH4YG560(
test

Created:

Notifications: disabled

Network Range(s):
> 62.141.37.232

6.3.1.3. fHIBRUSIRZE

shodan alert remove Alert ID

6.3.2. domain fpS

domain A LEHSHEBEBRNAEER , @EFES , BRICREES.

shodan domain xx.com --type CNAME -H
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a.portal-platform
a.portal-platform

akamai-f.portal-platform
akamai-f.portal-platform

akamai.p3@1

b
b.portal-platform
ba.akamai
ba.gateway

bbs
c.portal-platform
canpus

cn

cndl.gl

e
e.portal-platform
email

gateway.pf
gateway.pf
gateway2.pf
guide.pf

images

images.web

imap

invasion

|l S aes Shodan (EFIFM—HEeIS

ubuntu@VM-8-5-ubuntu:~$ shodan domain tap4fun.com --type CNAME -H

CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME

6.3.3. host (S

d29hr3h3hignl8.cloudfront.net
portal-a-tap4fun-1131221457.us-west-2.elbh.amazonaws.com
akamai-portal-a-tap4fun.tapéfun.com.srip.net
portal-a-tap4fun-1131221457.us-west-2.elb.amazonaws.com
tapéfun.edgesuite.net
bastion.tap4fun.com
tokyo-portal-platform-1843349026.ap-northeast-1.elbh.amazonaws.com
wildcard-vé4.akamai.tapéfun.com.edgekey.net
elb-ba-gateway-1750898565.us-west-2.elb.amazonaws.com
tapéfun.com
fk-portal-platform-1-1795622413.eu-central-1.elb.amazonaws.com
customapply.mokahr.com
elb-web-tap4fun-1828861536.us-west-2.elb.amazonaws.com
cndl.gl.tap4fun.com.w.alikunlun.com
email.secureserver.net
portal-a-tap4fun-1131221457.us-west-2.elb.amazonaws.com
email.secureserver.net
PF-gateway-13976815035.us-west-2.elb.amazonaws.com
portal-a-tap4fun-1131221457.us-west-2.elb.amazonaws.com
pf-gold.portal-platform.tap4fun.com
dlekuex9v98jlu.cloudfront.net
elb-web-tap4fun-1820861536.us-west-2.elb.amazonaws.com
d2p2fa87jazjha.cloudfront.net
imap.secureserver.net
tf-1b-20198506033533268900008001-181456960.us-west-2.elb.amazonaws.com

host AR LEHKENARXRAER | BFEENR. HEUE. KE. FiumALA

SESEEL IR

6.3.3.1. BifIREHBEE

shodan host —history IP
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root@VM-8-5-ubuntu:~/workspace# shodan host --save --history 62.141.37.232

Hostnames: root-space.eu

City: Diisseldorf

Country: Germany

Organization: myLoc managed IT AG
Updated: 2021-86-18T81:14:51.421184
Number of open ports: 15

Vulnerabilities:

Ports:
21/tcp (2021-86-12)
21/tcp (2821-85-16)
21/tcp (2021-84-18)
22/tcp OpenSSH (4.3p2 Debian 9etch2) (2821-86-89)
22/tcp OpenSSH (4.3p2 Debian 9etch2) (2021-85-31)

6.3.3.2. (RAERER

shodan host —save IP

root@VM-8-5-ubuntu:~/workspace#t shodan host --save 62.141.37.231

Hostnames: gweeky.de;vps2855836.fastwebserver.de
City: Diisseldorf

Country: Germany

Organization: myLoc managed IT AG

Updated: 2021-86-171717:07:38.696172

Number of open ports: )

Vulnerabilities:

Ports:
22/tcp OpenSSH (8.8)
25/tcp
80/tcp
111/tcp
443[tcp
8181/tcp
|-- SSL Versions: -SSLv2, -TLSv1.1, -TLSv1.2, SSLv3, TLSvi
|-- Diffie-Hellman Parameters:

6.3.4. convert ApS
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convert A< A S Shodan ERERMEENMH SFFHIHSTVERE kml,

csv, geo.json, images, xIsx,

fFlan , BERARER json.gz 1ETUAISHEEHRRY, geo.json SR -

shodan convert xX.xX.XX.XX.jSON.gz geo.json

.37.231.json.gz geo.json
root@VM-8-5-ubuntu:~/workspace# 1s
62.141.37.231.geo. json 62.14 3
root@VM-8-5-ubuntu: ~/workspace# cat 62 141 37 231.geo. json
{

"type": "FeatureCollection",
"features": [
{"type": "Feature", "id": "62.141.37.231", "properties": {"name": "62.141.37.231", "lat": 51.22172, "lon": 6.77616},
untu:~/workspacet

6.3.5. count Ap S

count IS A LAGITEIAGERAVEE | HIANEIEIEMIZE T Windows 2012 A9
B30, LA microsoft iis 6.5 BYSEL,
6.3.5.1. EiFfgEIRFERERNAE

shodan count Windows 2012

shodan count microsoft iis 6.5

root@VM-8-5-ubuntu:~/workspace# shodan count Windows 2012
278914
root@VM-8-5-ubuntu:~/workspace#f shodan count microsoft iis 6.5

55
root@VM-8-5-ubuntu:~/workspace#

6.3.5.2. EEEMERIEEEAN LRERNSSHE

shodan count net:78.13/16
shodan count net:78.13.16/24

root@VM-8-5-ubuntu:~/workspacett shodan count net:78.13/16
5829
root@VM-B-5-ubuntu:~/workspace#t shodan count net:78.13.16/24

41
root@VM-8-5-ubuntu:~/workspace#
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6.3.6. download #p$

download #5<PE]LAEZR Shodan FEERRFEIAM , BUAER T download
MR TR 1000 FRER , NFBEZNEFESHUE | FEEA—limit Fin<,
download AJLAMRIFHEREEREIAM | BERTAER parse anSIBDHTER | HHIX
SHIEFHERERINE , AR,

6.3.6.1. S Shodan EHLER

& 5 2% microsoft iis 6.5 BIEHE :

shodan download microsoft iis 6.5 --limit 5

root@VM-8-5-ubuntu:~/workspace#f shodan download microsoft iis 6.5 --limit 5
Search query: iis 6.5

Total number of results: 65

Query credits left: 168

Qutput file: microsoft.json.gz
[ ....................................................... _] 88?-5 99:89:85

root@VM-8-5-ubuntu:~/workspace# |

6.3.6.2. PITSHANEREE

shodan parse microsoft.json.gz

root@VM-8-5-ubuntu:~/workspace# 1s
62.141.37.231.geo.json 62.7141. jz microsoft
root@VM-8-5-ubuntu:~/workspacett shodan parse microsoft.json.gz

443 HTTP/1.1 382 Found\r\nconnection: close\r\nset-cookie: JSESSIONID=AA861A911
861A91136CA06D344A56A80D37A200\r\ncontent-1ength: B\r\ndate: Sat, 19 Jun 2621 B4:02:32 GMT\r\nserver: Micro

80 HTTP/1.1 288 OK\r\nDate: Sat, 19 Jun 2821 B3:19:19 GMT\r\nServer: M

443 HTTP/1.1 280 OK\r\nDate: Thu, 17 Jun 2621 B
F-8\r\nX-Varnish-Url: /\r\nhost: www.staging.betabrand.io\r\nX-Varnish-Generated-By: bB\r\nX-Varnish-Cachea
ice-User-Agent: Mozilla/5.8 (Windows NT 108.8; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/68.
.1 varnish (Varnish/6.5)\r\nX-Varnish-Cache: HIT 38\r\nX-Varnish-Frontend-Cookie: No Frontend Cookie\r\nX-Vi
r\nContent-Length: 9712\r\nX-HAProxy-Server: staging-haproxy-7béf444déb-foplw\r\nX-Unique-Id: 47868783:BC6B
315360800; includeSubDomains\r\nX-Robots-Tag: none\r\n\r\n

80 HTTP/1.1 2808 OK\r\nDate: Fri, 18 Jun 2821 22:51:88 GMT\r\nServer: Micorsoft
Encoding: chunked\r\nContent-Type: text/html; charset=GB2312\r\n\r\n

443 HTTP/1.1 484 Not Found\r\nContent-Length: B\r\nDate: Fri, 18 Jun 2821 22:42
root@VM-8-5-ubuntu:~/workspace#

6.3.7. honeyscore #pS
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honeyscore TSR] LAARICNIRE BB EEE , IRAIAY score BEFRFNXIRE

EEREARTREM.
shodan honeyscore xx.XX.XX.XX

root@VM-8-5-ubuntu:~/workspace# shodan honeyscore 62.141.37.1

Score: 8.8
root@VM-8-5-ubuntu:~/workspace#f shodan honeyscore 62.141.37.232

Score: 8.3
ront@vM—E-S-ubuntu:~Iwnrkspace#|

6.3.8. info Ap S
info ST ERTFEIALPER APL KEY WNKERKAEE. FSRETaR
#. FERDE.

root@VM-8-5-ubuntu:~/workspacett shodan info
Query credits available: 188
Scan credits available: 166

root@VM-8-5-ubuntu:~/workspacet

6.3.9. myip #p %
myip & FATERAYIAILO 1P, THEEZRILTF curl ip.sb
shodan myip

root@VM-8-5-ubuntu:~/workspace#f shodan myip
1.117.19.218

root@VM-8-5-ubuntu:~/workspacett curl ip.sh
1.117.19.218
root@VM-8-5-ubuntu:~/workspace#f curl http://ip-api.com/json/?1lang-zh-CN

6.3.10. parse 85 S
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parse Ap LALLM Shodan SHHAVEEREER | HAVFRIERITINE , A

LA json F8TUEEHRA CSV,
fian , RSEEEERERFH ip. port. org

shodan parse --fields ip_str,port,org Xx.XX.XX.XX.jSon.gz

root@VM-8-5-ubuntu:~/workspace# shodan parse --fields ip_str,port,org 62.141.37.231.json.gz

22 myLoc managed IT AG
25 myLoc managed IT AG
88 myLoc managed IT AG
m myLoc managed IT AG
443 myLoc managed IT AG
8181 myLoc managed IT AG
22 myLoc managed IT AG
25 myLoc managed IT AG
80 myLoc managed IT AG

myLoc managed IT AG

myLoc managed IT AG

myLoc managed IT AG

6.3.11. scan Ap S

6.3.11.1. EifIFFE A LAFAmAIHNY

shodan scan protocols

root@VM-8-5-ubuntu:~/workspace# shodan scan protocols

afp AFP server information grabbing module

ajp Check whether the Tomcat server running AJP protocoel

amqp Grab information from an AMQP service

andromouse Checks whether the device is running the remote mouse AndroMouse service.
apple-airport-admin Check whether the device is an Apple AirPort administrative interface.
ard Query the Apple Remote Desktop service for information about the device
auto Detect the type of service that runs on the port and send the appropriate request.
automated-tank-gauge Get the tank inventory for a gasoline station.

bacnet Gets various information from a BACnet device.

beanstalk Get general information about the Beanstalk daemon

bgp Checks whether the device is running BGP.

6.3.11.2. WERREIIRMERFFHIIMESR

shodan scan submit --filename XX.XXX.XX.XX_scan.json.gz xx.xXX.XX.Xx

root@VM-8-5-ubuntu:~/workspace# shodan scan submit --filename 1.117.19.218_scan.json.gz 1.117.19.218

Starting Shodan scan at 2821-86-19 13:82 - 188 scan credits left

o open ports found or the host has been recently crawled and cant get scanned again so soon.
root@VM-8-5-ubuntu:~/workspacett s

6.3.11.3. B E
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shodan scan list
root@M-8-5-ubuntu:~/workspace# shodan scan list
# 1 Scans Total - Showing 18 most recent scans:

# Scan ID
BrJL1iV51gBNmqla

Status Size Timestamp
1 2021-86-19765:82:55.618000
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6.3.12. stats Ap S

status AP SR THRERIBESE | TURIHERER , 60, B
Apache Web [R5 e8FTERISRFE BRIE.

shodan stats --facets country apache

root@VM-8-5-ubuntu:~/workspace#f shodan stats --facets country apache
Top 18 Results for Facet: country

US

DE

JP

CN

FR
GB
NL
CA
HK
BR
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7.1. Maltego ¥ FEHE(F

7.1.1. Maltego &7t

Maltego

\!/
I\\\

REB LEMTHEE. ETLNZENEFIHIER , 85F whois,nds
AJLIEEE Person BYER , BB

B1E Kali Linux _EE2ERIALERN

7.1.2. &% Shodan ¥ BG4

£ Maltego Home FR[E]-->Transform WEIN-KH , FKZ! Shodan 14

[REFRESH] [UPDATE] 0

Maltego Transform Hub

Maltego Community Edition - Not licensed

Shodan {FRFM—FE

s, EBIRSHY , AR,

64 Hub items total

BeF

E—NMNEFENEEEETE ATLILERE Windows Linux MacOS

, RBE—MEE | BRI EEM_ERY

IP bk ;

NEF,

1 Hub ttems installed (172 Transforms)

| by Palo Alto Networks

Query Palo Alto Networks® AutoFocus AP

(€D Phonesearch
by PhoneSearch

Use PhoneSearch to verify phone numbers,
providing real names, addresses, social

C Silobreaker
<0 by Silobreaker

Threat Inteligence Transforms from
Silobreaker.

Updated

by Matego Technologies

Includes Transforms related to SSLTLS

_‘ﬂo’ ThreatMiner

| ;L Palo Alto Networks Aut...

SSL Certificate Transfo...

certificates, including live certificate retrieval ...

~=A PassiveTotal
by Riskia

Query RisklQ's PassiveTotal source and
account data.

Pipl
by Maltego Technologies

Contact support@mattego.com to gain access
to this Hub item. Speed investigations and

Fealured Data Bundle

~ : Social Links PRO
0 by Social Links

Essential methods for inteligence and
investigations.

= ThreatConnect
by ThreatConnect

ThreatConnect Platform Transform Set

@}, TinEye CE

share th eir kn Dw\edge on cyber
#% PeeringDB
by Matego Technologies

Delve into global interconnection data using
PeeringDB.

.|-|n
Query Recorded Future for threat inteligence
information

Recorded Future Inc.
by Recorded Future Inc.

Social Links CE
by Social Links

Free transforms (No API Key required) to
retrieve data from ZoomEye, Shodan, ...

ThreatCrowd
by ThreatCrowd

Query ThreatCrowd for Malware, Passive
DNS and historical Whois data.

< I VirusTotal (Public API)

[INSTALL]

PeopleMon
by PeopleMon

Queries peoplemon.com

Shodan
by Maltego Technologies

Shodan is the world's first search engine for
Internet-connected devices. Query global

=
\J, Seclainet

by ShadowDragon

Social Media Investigative Inteligence Tool

Lottty ThreatGRID by Malform...
[ ] : by Malformity Labs

No longer accepting new customers, please
use the official Cisco hub item.

A Y | VirusTotal (Premium API)

158E install |

FHiAN API KEY 5opkZis,
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Use Phor

((/I\)) PhoneSearch

providing real names, addresses, social ...

Install Transforms
PassiveTotal
' by RiskiQ

sklQ's PassiveTotal source and
1ata.

Pipl
by Maltego Technologies

Contact support@malttego.com to gain access
to this Hub item. Speed investigations and ...

by PhoneSearch

neSearch to verify phone numbers,

®% PeeringDB
by Maltego Technologies
L

Delve inte global interconnection data using
PeeringDB.

I§ Recorded Future Inc.
* i ® by Recorded Future Inc.

Query Recorded Future for threat inteligence
information

PeopleMon
by PeopleMon

Queries peoplemoen.com

Shodan
by Maltego Technologies

New and improved Transforms for
querying Shodan. Supports
vulnerability search as well as [DETAILS]

other advanced fitering options :
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FE—RE SIEENNETE  AREERT FXIEER Shodan ¥
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New Graph (1) X

+ All Transforms

+ Standard Transforms CE
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+ Shodan
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154.127.57.242 102.129.254.40 6.43.48.53
=
< —‘\\
\\ 163.197.12.120
. . D)
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95.179.155.103 149.154.159.166 107.170.38.58
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ns1648.ztomy.com ztomy.com 7171 21
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i | ) L | (e |
4000 8649 5000 8097
7218 self-signed starttls

Shodan ¥ B4 9 Maltego $RAAIFTBINEEANT :

All Transforms

¥ ¥

All Details

Basic Details

Certificate Details

DNS Details

HTML Details

Location Details

Network Details

Service Details

Vulnerability Details
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7.2. NIESRRHERIF

Shodan JJ Chrome ¥ Firefox ZHR2ETY EiE4.
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7.2.1. Chrome ¥ FEHH%
N RS e S

https://chrome.google.com/webstore/detail/shodan/jjalctnidlmpijhdfepjhjbhnhkbg

leap

Shodan

12175 Shodan
dkkkh 125 | £F=TH | & 90,000+ iEF

5% (SETY 65 AR Hx
« B =
=5 Jobe O Waillg Lt SRRSO e B - @ 2167098011
£ WY TURTLE SRACH?Y i SusEr oY SPECIAL BFFFRS el Q Cutons iy
) — [
UL A A I s =
L
FAL |

{1 N GAMING AUDIO

ABOX PLAYSTATION NINTENDD L] MoBiLE ACCESSORIES

ceo

{ERA73IET Wappalyzer Ml , EERGRREHEEE R | BIRTEZILARE
KER  BIEABRNRO% , mE T/ VIEWDETAILS” , AJLAEIRAEZ i A1

KSR

C A FE2| 6214137232 & o g
Parallels IP Address 62.141.37.232 !
Plesk Control Panel

Hostname(s) root-space.eu
Country Germany
Welcome
Py . N City Dusseldorf
&5 You see this page because there is kno Web

. site at this address.
) / Organization myLoc managed ITAG

What you can do:

% /
‘ * Create domains and set up Web hosting using 38 Open Ports
Parallels Plesk Control Panel.

21 22 25 53 79 n

@ Refresh 143 H 465 993 995 2323

3306

lEW 1P DETAILS VIEW DOMAIN DETAI



https://chrome.google.com/webstore/detail/shodan/jjalcfnidlmpjhdfepjhjbhnhkbgleap
https://chrome.google.com/webstore/detail/shodan/jjalcfnidlmpjhdfepjhjbhnhkbgleap

|l S aes Shodan (AT M—AHEEIT

7.2.2. Firefox ¥ EBHH(%
N ARSI gk -

https://addons.mozilla.org/zh-CN/firefox/addon/shodan-

addon/?utm_source=addons.mozilla.org&utm medium=referral&utm_content=search

140 1
G Y B
5 1
Shodan s .
. 3 0
fE&: Shodan . :
2 0
1 0
The Shodan plugin tells you where the website is hosted (country, city), Bz
who owns the IP and what other services/ ports are open
A FHMEREFRES Mozila TRHELHIT, RRMFRASHAESE. HETE
HENERTS REUE
{E65M Shodan S9tKIME?
FRILHMA R TRBTA
_ < - >
FREEE 1 FiTHh
N =1 .
{£F375i%5 Chrome FEAHERE :
O @ 6214137232 oo n 8 e @ &8
@62.141.37.232
1P Address £2.141.37.232
Hostname(s) root-space.eu
Welcome
V. You see this page because there is kno Web site at this Couniry Germany
! addre:
{ city Dissseldorf
-
j Grganization myLoc managed IT AG
12 Open Ports
2 nerenst 2 22 25 53 70
143 E 465 993 995 2323
3306

7.3. MetaSploit ¥ Ef&EIR
7.3.1. ¥EZEER

REHYTF : auxiliary/gather/shodan search

set SHODAN APIKEY API KET
% 38 W
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Shodan fERFMA—FIELIF

set QUERY “search query”

run

msf6 > use auxiliary/gather/shodan_search
msf6 auxiliary( ) > show options

Module options (auxiliary/gather/shodan_search):
Current Setting Required Description

DATABASE Add search results to the database

MAXPAGE yes Max amount of pages to collect

OUTFILE no A filename to store the list of IPs

QUERY yes Keywords you want to search for

REGEX ¢ yes Regex search for a specific IP/City/Country/Hostname
SHODAN_APIKEY yes The SHODAN API key

msT6 auxiliary( ) > set SHODAN_APIKEY 2
SHODAN_APIKEY => 2

msf6 auxiliary( ) > set QUERY weblogic
QUERY => weblogic

msf6 auxiliary( ) > run

Total: 382485 on 3825 pages. Showing: 1 page(s)
Collecting data, please wait...

Search Results

Country Hostname

.165.103:3557 Osaka RELED] ec2-13-208-165-103.ap-northeast-3.compute.amazonaws .com
.211.,232:9991  Osaka Japan ec2-13-208-211-232.ap-northeast-3.compute.amazonaws .com
.18.141:119 Singapore Singapore ec2-13-212-18-141.ap-southeast-1.compute.amazonaws .com
.148.6:79 Singapore Singapore ec2-13-229-148-6.ap-southeast-1.compute.amazonaws.com
.157.235:9006  Singapore Singapore ec2-13-229-157-235.ap-southeast-1.compute.amazonaws .com
.72.192:2761 Tokyo RELED] ec2-13-230-72-192.ap-northeast-1.compute.amazonaws .com
.72.192:83 Tokyo RELED] ec2-13-230-72-192.ap-northeast-1.compute.amazonaws .com
.56.206:2443 Tokyo RELEY] ec2-13-231-56-206.ap-northeast-1.compute.amazonaws.com
.119.24:8126 Mumbai India ec2-13-233-119-24.ap-south-1.compute.amazonaws .com
.184.246:491 Sydney Australia ec2-13-236-184-246.ap-southeast-2.compute.amazonaws .com

7.3.2. BREISIFIRIR

T : use auxiliary/gather/shodan_honeyscore

set SHODAN APIKEY API KET
set target IP

run

msf6 xiliary( ) = set target 62.141.37.232
target => 62.141.37.232
msT6 xiliary( ) > run

Scanning 62.141.37.232

62.141.37.232 is probably not a honeypot

62.141.37.232 honeyscore: 0.3/1.0

Auxiliary module execution completed
msf6 auxiliary( B |

7.3.3. EMNiwOULESER

FREER{STF : auxiliary/gather/shodan_search

set SHODAN APIKEY API KET
% 39 W
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set RHOSTS ip/ips

run

msf6 auxiliary( ) > set RHOSTS 62.141.37.232-62.141.37.254
RHOSTS => 62.141.37.232-62.141.37.254
msT6 auxiliary( ) > run

Running module against 62.141.37.232

[+] 62.141.37. 1993
[+] .141.37. 1995
[+] .141.37. 179
[+] .141.37. :143
[+] .141.37. :80
[+] .141.37. 1465
[+] .141.37. 12323
[+] .141.37. 153
[+] .141.37. 122
[+] 62.141.37. 125
[+] .141.37. 1443
[+] .141.37. :3306
[+] .141.37.232:21
Running module against 62.141.37.233
[+] 62.141.37.233:80
[+] 62.141.37.233:22
Running module against 62.141.37.234
[+] 62.141.37.234:80
[+] 62.141.37.234:22
[+] 62.141.37.234:111
Running module against 62.141.37.235
62.141.37.235:8880
62.141.37.235:995
62.141.37.235:993
62.141.37.235:7080

% 40 W
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8. Shodan ¥ Z=I5R

Shodan {EA—MEZRSIE , BAIEREERIEIRNER , U google IHIE

Shodan MBI EEASE , TELIREARTES,
8.1. #EZEHE

8.1.1. IAF IR CE

Shodan FUATER T , BRERABAXHANE |, FEREM Banner HEITE
EARE  AOTTEIERATEZR. Hli0 , #2F Google” , BRERRE S Banner H1
FHE Google”RIIRE , A—ERIRE] Google BF=EHEIIIER.

Bgn , B baidu” , IREIFFZ Banner HEZAFRE <meta name="baidu-site-
verification">HUIRE , 1Zin& N EBILKFEEIRIEMLLFENAVIGIE S , FA
BTRERXANRE.

241 T
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// 8500 / TCP
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8.1.2. EKAEZAYEEE
EREAST | Shodan TR 30 RIHIEUE.

8.2. Shodan ¥EZEZig

Shodan FEIMHEIFFEREIRIER , XEREES MERMZ AR S

FE+EL AND EZFFS. flE0 , F "Apache2.4.9" , fHETIEER "Apache” +

"2.4.9",

8.2.1. HEBRFFS “-”
fBIgn , ¥ZEFFHL 8080 i , {8 Banner A ATHIIRE -

port:8080 -hash:0

'. SHODAN =0 Downloads Pricing &

6,229,869

New Service: Keep track of what you have connected to the Intemnet. Check out

© 1.240.83.9

Korea, Republic
of, Namyangju

United States
Korea, Republic of
China 125.152.76.147

Brazil

K3 Korea, Republic
of, Seoul

Japan

% 43 W
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8.2.2. kB &I ",”

flan , EEFFAY 23 8% 1023 8 2323 AR :
port:23,1023,2323

ENZENXER "5

’. SHODAN Explore Downloads Pricing 2

2 > 6 5 2 240 New Service: Keep track of what you have connected o the Internet. Check out

62.65.179.98

™ Slovakia, Bratislava
148.244.102.101

United States

Brazil 8 Mexico, Mexico City

Korea, Republic of

Russian leration

77.236.251.81

8.3. HHIB{U EIREE
8.3.1. I FISEERIER LS

country:"US"

® 44 T
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# SHODAN  Explore

112,352,02
yIIL, New Service: Keep track of what you have connected to the Interet. Check out

72.167.218.138

&) SSL Cerfificate
Kansas City

Redwood City United

es, Phoenix
Ashbum

Los Angeles

San Francisco

19,610,927

16,420

8.3.2. EFIEERHHAEXIZ S

city:"Chengdu"

% SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out
60.247.164.54

China, Chengdu

222. 154
China Mobile Communications Corporation
287,709
CHINANET Sichuan province Sk # China, Chengdu
network

CHINANET jiangsu province network 58,187 111.179.77.191

Chinanet Jiangsu Province Network 57

Chengdu west dimension digital ! China, Chengdu
technology Co., LTD 5

8.3.3. BRIEERGEEXRS

ge0:"46.9481,7.4474"

% 45 W
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Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out
83.222.155.67

.
Switzertand, Ddingen

77.58.24.79

# Switzerland, Thun
UPC Schweiz GmbH 39,176
Swisscom (Schweiz) AG 18,403
80.208.137.11
FTTH Network
Bluewin is an LIR and ISP in Switzerland.

Swisscom (Schweiz) AG is an LIR and ! -
: . Switzerland, Solothum
ISP in Switzeriand.

g 46 T
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8.4.1p, HBENIKOGEEESR
8.4.1. I¥FIGRE IPv4 RIEXRE

1p:62.141.37.232

# SHODAN  Explore

New Service: Keep track of what you have connected to the Intemet. Check out
62.141.37.232

t ©) SSL Certificate
w= Germany, Dusseldorf

starttis  self-signed localhost

8.4.2. ¥ZIETE IPvo RIHEXIRS

1p:"2404:bc0:1:400:0:9235:b072:5418"

New Service: Keep track of what you have connected fo the Intemet. Check out

2404:bc0:1:400:0:9235:b072:5418
* China, Beijing 1

AT W
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8.4.3. ¥2Z(HRT 1Pvo RIARIRS

has_ipvé6:true

SHODAN Explo Downloads Pricing @2

o
New Service: Keep track of what you have connected to the Intemet. Check out

2600:9000:201e:a600:11:1603:afc0:93a1
&8 United 1.1 ar
Slates, Sealtle

United States

Netherlands 26,178

Sweden 12,129

Switzerland

Austria } 2600:9000:2004:b000:d:3e78:1b80:93a1

1,199,441

8.4.4. ¥9FIETE CIDR &3\ IP il ROERIR S
net:49.51.37.0/24

'y SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Internet. Check out

49.51.37.107

States, Mountain View

itopplay.com

OpenSSH 3 an
nginx Tencent Technology
(Shenzhen)

Microsoft RPC Endpoint Mapper Company Limited

Apache httpd

Microsoft IS httpd
TLSv1, TLSv1.1

TLSv1.2

Windows Server 2012 R2 Datacenter 9600 9 rprin

Ubuntu 8 nginx/Hardcoded

1024-bit prime
Windows Server 2012 R2 Standard 9600 2
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8.4.5. FRIEE ASN HIBXIRH

asn:"AS4130"

®% SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Intemet. Check out

Student Government Board
1 & SSL Certificate

&8 United
States, Pittsburgh

H* RFE
=

Microsoft IS hitpd
Apache httpd

Microsoft HTTPAPI httpd
nginx

Apache Tomcat/Coyote JSP engine

8.4.6. IEEIHBZ K EN R “google” BIHEXIRH

hostname:google

'. SHODAN Explore Downloads Pricing & 1stname-c

New Service: Keep track of what you have connected to the Intemet. Check out
8.8.8.8
':T s, Mountain View

8.8.4.4

United States

& United

Russian Federation States, Mountain View

Brazil

Czechia Error 404 (Not Found)!!1

Austria

E Korea, Republic
of Daeg

‘arsions
TLSv1, TLSv1.1,

% 49
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8.4.7. EFIREARK AR AIHEREH
org:"baidu"

’. SHODAN Explore Downloads Pricing 2

149,447

New Service: Keep track of what you have connected to the Intemet. Check out
106.12.24.53

* China, Beijing

database

106.13.50.26
China

Hong Kong
United States 577 #! China, Beijing
NET.ED

Germany

106.13.212.213

* China, Beijing

8.4.8. IR FIREMEIRSIRILBAEXIR S

isp: "China Telecom"

'Y SHODAN Explore Downloads Pricing 2

681,802

New Service: Keep track of what you have connected to the Intemet. Check out
404 Not Found

# China, Beijing

China
Hong Kong

United States
180.175.199.133

Germany

Kenya # China, Shanghai




S sniey Shodan BRI A—AEEIT

8.4.9. HFIgEIROIAMEXIRE

port:23,1023,2323

SHODAN Explore Downloads Pricing &2

a4 w Rey W | 1 3rOws jes [0
New Service: Keep track of what you have connected to the Intemet. Check out

125.23.135.11

8 |ndia, Deoli

185.229.101.254
5 4
I Iltaly, Ispica
United States 268,247
Brazil 128,841 14.204.185.04
Korea, Republic of 113,806

Russian Federation 111,168 # China, Longshan

14.0.120.60

E3 Korea, Republic
of, Seoul

217.181.235.134

ATI - Agence Tunisienne Internet
B France, Paris
Korea Telecom

8.5. IREHISBUER
8.5.1. IEFIEERIERANERL T

os:"Windows 7"

'. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

210.4.101.252

Russian Federation

Japan : 50.105.48.95

Taiwan

United States
Ukraine

*! Taiwan, Fengyuan

% 51 T
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8.5.2. EFIBEN N ESRIBXIRSE
HZ Tomcat HHXIREE

product:"Apache Tomcat"

'. SHODAN Explore Downloads Pricing 2

582 3 027 New Service: Keep track of what you have connected to the Internet. Check out
210.93.145.100

K3 Korea, Republic
of, Seoul

China

United States 6 Qing Hui Emily Wang, Your Reliable Friend in Real Estate | CENTURY 21
Korea, Republic of (& SSL Certificate T a 0K
Germany !

Brazil

&E United
States, Hilliard Amazon

1 Te

c21.com

1, TLSv1.1
TLSv1.2

Z Openssh

product:"openssh"

#% SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

68.67.44.122

O Canada, Montréal

United States

Germany - 128.111.54.197
China

France
&2 United States, Isla
Hong Kong 4 Vista

ThLINES 74.113.49.41

% 52 T



I . S miaslz Shodan fEFAFA—KHEEIF

8.5.3. REIRERMRFAIEXIR S
JEZISEIRAH Openssh HIIRE

product:"openssh" version:6.6.1

‘. SHODAN Explore Downloads Pricing &

297 = 65 1 New Service: Keep track of what you have connected to the Internet. Check out

36.211.243.94

# China, Beiiing

United States 182.61.29.70
Hong Kong
NETET

# China, Beijing
Germany

122.230.167.32

# China, Hangzhou

TEZRIBENRARI Apache RIIRER

product:Apache version:2.4.9

'. SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Intemet. Check out

79.45.123.231

I ltaly, Genoa

self-signed

Haly

United States

France

Taiwan




I . S miaslz Shodan fEFAFA—KHEEIF

8.6. FmEEER
8.6.1. IR FWRH N ERITIZERE

has screenshot:true encrypted attention

New Service: Keep track of what you have connected to the Infemet. Check out

117.156.23.23

8.6.2. HEZSTHIE web iROATRINE VNC RS

has_screenshot:true rfb disabled port:80,443

% 54 T
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8.6.3. ER{EMAMNZRF IR TI=FIRSR

screenshot.label:ics

New Service: Keep track of what you have connected to the Intemet. Check out

Flitelink Monitoring

= United

||AIR SPARGE SOLENOID TIMERS] m

GROUP 1 GROUP 2 GROUP3 |
AS123 AS 458 ase78 |

SOL TIMERS
ELAPSED
Eeeenesca | S04

8.7. imiREEE
8.7.1. BREZZE U IEE MFE RN EINE S
vuln:CVE-2014-0160
8.7.2. EHREFEEEZSR=E] CVE-2019-19781 I EHHY
Citrix 1885

vuln:CVE-2019-19781 country:US,CN
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8.8. SSL A%
8.8.1. TS EIEBIEXISH

ssl:"tencent"

’. SHODAN Explore Downloads Pricing &

=
New Service: Keep track of what you have connected to the Intemet. Check out

49.51.37.107

£ United
les, Mountain View

China

Hong Kong
United States
Singapore

Russian Federation

8.8.2. #¥ZEFH 5 TLS1.3 BhRes
ssl.version:tlsvl.3 HTTP

L SHODAN Explore Downloads Pricing 2

o
New Service: Keep track of what you have connected to the Intemet. Check out

104.22.8.205

2 SSL Certificate
25 United States, San
Francisco

United States

Germany

United Kingdom
France

Hong Kong

% 56 T
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Shodan fERFMA—FIELIF

8.8.3. WHFIF HTTP2 BhEH

ssl.alpn:h2

o SHODAN

Explore Downloads Pncing 2

7 . 276 s 749 New Service: Keep track of what you have connected to the Intemet. Check out

United States
Germany
China

Hong Kong

Ireland

403 Forbidden
4 © SSL Certificate
= United States, San :

Francisco
COMODO ECC

ation

rver CA 2

COMODO CA

Limited
N

4914 cloudfiaressl.cor

TLSv1, TLSv1.1

TLSv1.2

8.8.4. {57 HF SSLv2 (BARZH; TLS RNRSE

ssl.version:sslv2 -ssl.version:tlsv1,tlsv1.2,tlsv1.3

SHODAN

United States

China

Argentina

Japan

Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Intemet. Check out

178.91.176.32

Kazakhstan, Petropavi

95.57.111.165

W Kazakhstan, Almaty

2 57T W
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8.8.5. ¥EZEH*.google.com PRAZIEBANZH

ssl.cert.subject.cn:google.com

L SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Internet. Check out
@ 301 Moved
1 / 214 © SSL Certificate

== United
States, Mountain View

United States
Netherlands
India

Hong Kong

Korea, Republic of

8.9. HTTP tg%iEZ:
8.9.1. 85 HTML FREE “Apache” BNIEH

http.html: Apache

0‘. SHODAN Explors  Downloads  Pricinggz | http.hin

a7 -
\.‘),63 1 982 New Service: Keep track of what you have connected to the Intemet. Check out

Apache2 Ubuntu Default Page: It works

# China, Hangzhou

cloud

United States
Germany
China

France

Apache2 Ubuntu Default Page: It works

Japan

8 United
States, Ashburn
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8.9.2. ¥8Z=(HHH bootstrap css {EZRRNSH

http.component:bootstrap

'. SHODAN Explore Downloads Pricing 2 http. component bootstrap

4 - 7 1 7 . 308 New Service: Keep frack of what you have connected to the Intemet. Check out

Unauthorized Access

Netherlands, Amsterdam
United States
China
Germany Captcha
France
Hong Kong

+ Sweden, Stockholm

= * B

2,092,938

8.9.3. ¥EZEIGTE icon_hash BFhRHF

http.favicon.hash:81586312

#% SHODAN  Explore  Downloads  Prcing &

New Service: Keep track of what you have connected to the Intemet. Check out
# 89.244.126.241
© SSL Certificate
«= Germany, Berlin

R3

Let's Encrypt

United States

China

B ci.techinsight.se
Ireland

India
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8.9.4. FIRE HTTP IMELASIBANE S
http.status:401

‘. SHODAN Explore Downloads  Pricing @

) EA NG
19,954 ] 505 New Service: Keep track of what you have connected to the Intemet. Check out

121.7.49.146

-
Singapore, Singapore

United States 401 Llnaqlhou‘zed

Argentina
United Kingdom
== United

Canada ’ Kingdom, Burnley

Japan

8.9.5. IR EMISIRRERTIZ &
http.title:" [ EER"

SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out
* FEBREEER

® China, Beijing

China
United States

Hong Kong

IHERRR-EEER

Singapore
Japan

# Hong Kong, Hong
Kong

=

% 60
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8.9.6. {RFIETE waf FIEXIRE

http.waf:"CloudFlare"

'. SHODAN Explore Downloads Pricing 2

New Service: Keep frack of what you have connected to the Intemet. Check out

185.139.57.220
& SSL Certificate
&8 Georgia, Thilisi I

R3

Let's Encrypt
United States
Japan
" elcoapp.com
Singapore
United Kingdom

Germany

oo

10. ERRLEERBIRE TG
10.1. IEFFERIEINGIAIAI MongoDB

"MongoDB Server Information" port:27017 -authentication

(0 0]

'. SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Internet. Check out
210.211.124.111

.Ar’ = -
= P £ . * Viel Nam, Ho Chi

Minh City

" o
X , ,".'- database
' A

compromised
China
United States
Germany
Taiwan

Singapore

5.240.135.252
Aliyun Computing Co., LTD
DigitalOcean, LLC
Tencent cloud computing (Beijing) Co., L ¥ lialy, Arezzo

Amazon Technologies Inc. database

Tencent Cloud Computing (Beijing) Co., compromised

{s5F8 mongodb shell & , IWIUEKRIENOHIAIKR :

% 61 W
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storage engine
2026-04-83713:34:33.533+0700: See http://dochub.mongodb.org/core/prodnotes-filesystem
2028-084-83T13: .989+08700:
2020-04-03T713:34:33.989+8708: WARNING: Access control is not enabled for the database.
2028-84-83T13: .989+0700: Read and write access to data and configuration is unrestricted.
2020-84-83T13: .989+8700: WARNING: You are running this process as the root user, which is not recommen|
ded.
2020-04-03T713:34:33.989+87680:
20828-084-03T13: .996+87008:
2020-84-83T13: .990+8700: WARNING: You are running on a NUMA machine.
2028-84-83T13: .9968+8708: We suggest launching mongod like this to avoid performance problems:
2020-84-83T713:34:33.990+0700: numactl --interleave=all mongod [other options]
2028-084-83T13: .996+087008:
2020-84-83T13: .9908+8700: WARNING: /sys/kernel/mm/transparent_hugepage/enabled is 'always'.
2026-84-83T13:34:33.9906+0708: We suggest setting it to 'never’
2020-04-03T13: .990+8700:
20208-04-83T13: .990+08700: WARNING: /sys/kernel/mm/transparent_hugepage/defrag is 'always'.
2028-84-83T13: .990+07008: We suggest setting it to 'never’
2028-04-83T13:34:33.990+07008:

READ__ME_TO_RECOVER_YOUR_DATA 32.8

8.10.2. {REFIERIZINILIDAY Mongo Express PITTFHE

"Set-Cookie: mongo-express=" "200 OK"

SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

118.112.189.108

i China, Chengdu

United States

China
Germany 8 208.87.133.75

Singapore

France

% 62 |
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8.10.3. IZRFERIESGEIAAY Jenkins TTE

"X-Jenkins" "Set-Cookie: JSESSIONID" http.title:"Dashboard"

'. SHODAN Explore Downloads Pricing &2 INID" hitp title:"Dashboard”

New Service: Keep track of what you have connected to the Intemet. Check out

# Dashboard [Jenkins]

&5 United
States, Ashburn
United States
China
Germany
Netherlands

olcorp.com

singapore

8.10.4. fEFKZRIPHI VNC

"authentication disabled" "RFB 003.008"

’. SHODAN Explore Downloads Pricing & "authenticatic

M
New Service: Keep Irack of whal you have connected fo the Intemet. Check out

131.94.128.239

== United

<3
e -
) L 29 Stales, Universily Park
$ ' | “‘

88.87.47.57
Sweden
United States 796 3= Norway, Oslo
China

Germany 131.114.27.29

Spain 67 ¥ ltaly, Pisa

% 63 W
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78.201.131.71

B France, Paris

8.10.5. 228 Windows IS 2 H
"\x03\x00\x00\x0b\x06\xd0\x00\x00\x 124\x00"

'. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

198.248.25.139

=& United
States, Emporia

111.240.173.160

China
Korea, Republic of

United States

Japan 922 * Taiwan, Xindian

Hong Kong
200.14.245.161

® Chile, Santiago

62.234.139.99

* China, Shanghai

cloud

% 64
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T Shodan {ERFM—ELIF

administrator
(S 5-3

T
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8.10.6. ¥£2Z5)) Root BIREFAY telnet

"root@" port:23 -login -password -name -Session

'. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

100.25.44.19

=& United
States, Ashburn

cloud
United States
52.53.162.214
Japan 4
Brazil
United Kingdom

Hong Kong == United States, San
Jose

cloud

18.169.132.252
Amazon Technologies Inc. .

Amazon Data Services UK

Amazon.com, Inc.

Amazon Data Services Brazil 6 #= United
Kingdom, London

Amazon Data Services Hong Kong
cloud

8.10.7. #2ZR{EM ADB BIHXRH
"Android Debug Bridge" "Device" port:5555

® SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Intemet. Check out

36.236.120.76

*" Tawan, Kaohsiung

Korea, Republic of

Hong Kong
China 118.31.74.193

Taiwan

# China, Hangzhou
Morocco

Korea Telecom

Hong Kong Telecommunications (HKT)
Limited Mass Internet

% 66
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8.10.8. IREAERERA FTP fRS5

"220" "230 Login successful." port:21

) SHODAN Explore Downloads Pricing &2

66 3 796 New Service: Keep track of what you have connected to the Intemet. Check out

37.187.5.149

B France, Reims
'
United States

Korea, Republic of 0 14.38.215.74
J;

o , Republic
China J

Germany

EGIHosting 212.143.60.242
DigitalOcean, LLC 12-14 4

Korea Telecom 2,631
Amazon Technologies Inc. 1,290 & |srael Tel Aviv

Berkeley Unified School District 1,006

8.10.9. HZ1F(E Apache BRBEHRNREH

http.title:"Index of /"

'. SHODAN Explore Downloads Pricing 2

200 QR/

Jg 9 - 98‘1 New Service: Keep track of what you have connected to the Interet. Check out
Index of /
162.241.€ £ SSL Certificate

,’..

£
K
A" & United
? ¢ States, Houston

United States

Germany

France
Russian Federation

China

Index of /

% 67T W
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8.10.10. 2% SMB X/{4H=

"Authentication: disabled" port:445

Explore Downl: Pricing &

New Service: Keep track of what you have connected to the Intemet. Check out

119.252.115.51

Russian Federation

United States

France

United Arab Emirates 5,138 124.106.78.98
Germany

[ 3
Philippines, Olongapo

QJSC Sibirtelecom 43,1
JSC Rostelecom regional branch Siberia

Dynamic distribution IP’'s for
broadband services

Emirates Telecommunications Corporation

PJSC Rostelecom

8.10.11. ¥EZtaki=hllzs

" Authentication: disabled" NETLOGON SYSVOL -unix port:445

. SHODAN Explore Downloads Pricing 2 "Authentication: dis

New Service: Keep track of what you have connected to the Intemet. Check out

121.121.76.126

Kuantan

United States
india
Germany
Slovakia

Brazil

Microsoft Corporation
Contabo GmbH

Maxis Broadband Sdn Bhd

Slovak Academy of Sciences

ALGAR TELECOM S/A 123.231.13.21

% 68 W
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8.10.12. EREFEEIMEEAY Lantronix FRETLAKNISHEIZS

Lantronix password -secured

'. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Internet. Check out

129.89.156.42

o - SO
s W
‘ P By ’
A 5 622 & United
’ L O States, Milwaukee
v
7 ics

United States
Canada 204.186.233.126
Czechia
United Kingdom

=3 United
Switzerland 3 States, Bethlehem

143.233.242.3

= Greece, Agia
Paraskevi

Comcast Cable Communications, LLC 112

8.10.13. ¥ERIFEIHIRECEAY Wordpress

http.html:"* The wp-config.php creation script uses this file"

'. SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected to the Internet. Check out

213.208.158.95

ﬁ,:w- = Ausiria, Vienna
. /i
AL
i “
United States 3

Austria

Australia

United Kingdom

Sweden
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8.10.14. $82% Kubernetes pod 1 Docker BIBJ#{L{NFEtR

title:"Weave Scope" http.favicon.hash:567176827

'. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Internet. Check out

¥ Weave Scope

& |ran, Islamic
Republic of, Tehran

United States

China 5 # Weave Scope
Greece hd :
United Kingdom

Belgium 2= United GTS CA1D4
States. Kansas City

cloud Google Trust

Amazon Technologies Inc.

8.10.15. €28 OctoPrint3D FTEPHNISS

title:"OctoPrint" -title:"Login" http.favicon.hash:1307375944

’. SHODAN Explore Downloads Pricing &2

New Service: Keep track of what you have connected to the Internet. Check out

OctoPrint

S S
“'}‘ - " B Korea, Republic
. / of, Yangju
o
’ N
v ~
29

United States

Germany

Canada
OctoPrint
France

United Kingdom

== Germany, Zittau
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A F&2 20/#control &

£ OctoPrint & Login -

O State Temperature  Contro GCode Viewer Termina Timelapse

State: Offline

File
Timelapse: -
Approx. Total Print Time: =

Print Time: -
Print Time Left: -
Printed: -

v & = 8
\rrma_Ba ra !
v & = 8

8.10.16. 2% Cisco Smart Install
"smart install client active"

Y SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Internet. Check out

195.134.65.120

S DA
4 W £= Greece, Zogréafos
? ! £ 5 46.198.130.129

United States

Korea, Republic of

United Kingdom

Canada

India
202.60.129.254

8 India, Mumbai

149.54.13.121

* Afghanistan, Mazar-
e Sharif
Korea Telecom
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8.10.17. 2% Outlook

"X-AspNet-Version" http.title:"Outlook" -"x-owa-version"

"x-owa-version" "IE=EmulatelE7" "Server: Microsoft-11S/7.0"

"x-owa-version" "[E=Emulate]E7" http.favicon.hash:442749392

#% SHODAN  Explore  Downoads  Pricing @

’] 9 j \539 New Service: Keep track of what you have connected to the Intermet. Check out

#a Qutiook
€ © SSL Certificate

United States
Germany

United Kingdom
Netherlands

France

3 Qutlook Web App

== United
States, Huntington
Beach

8.11. TIMEHIRFIEZE

8.11.1. TAH=FIR S E 7

TRagmR TS , TERBETES. M. KEAaTH. T
USRS 1CS ) RIEHIEEE R EN. SIREEEIARNE. &8
I ROREH. BIRARBEIS SRS T ONEA,

% 72 W
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8.11.2. HFE T #=HNF “XZERES Wind Turbine” B8
=

title:"xzeres wind"

'Y SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Interet. Check out

XZERES Wind -- 442SR Wind Turbine

—
Singapore, Singapore

cloud

United States

India XZERES Wind -- 442SR Wind Turbine

Canada
Netherlands 6 © Canada, Toronto

Singapore 2 cloud

XZERES Wind -- 442SR Wind Turbine

== United States, Clifton

cloud

DigitalOcean, LLC

8.11.3. IRETIZ=MNIT “Modbus” RIEXKIZE
port:502

'. SHODAN Explore Downloads Pricing

Fo) i1 @ [
37,787 :
e New Service: Keep track of what you have connected to the Intemet. Check out

65.110.106.20

Y 5"

United States

- Jnited
" Warren

Korea, Republic of

France

Ialy

74.198.128.12

£ Canada, Monltréal
Service Provider Corporation

Ics
Korea Telecom
Amazon Technologies Inc.

TURKCELL INTERNET

% 13 W
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8.11.4. ¥EIZTTI5HNFI “Niagara Fox" RIHEREIRSE

port:1911,4911 product:Niagara

'. SHODAN Explore Downloads Pricing & port1911,4911 product:Niagara

New Service: Keep track of what you have connected to the Intemet. Check out
166.250.95.239

United States
Canada

Italy

United Kingdom

Netherlands

8.11.5. ###FETI=HNHNII “"GE-SRTP” RIHEXISSH
port:18245,18246 product:"general electric"

‘. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Interet. Check out
XZERES Wind -- 442SR Wind Turbine

—
Singapore, Singapore
cloud

United States

India

XZERES Wind -- 442SR Wind Turbine

Canada
Netherlands 6 © Canada, Toronto

Singapore 2 cloud

XZERES Wind -- 442SR Wind Turbine

== United States, Clifton
cloud

DigitalOcean, LLC

% 14 T
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SHODAN Explore Downloads Pricing &

New Service: Keep track of what you have connected fo the Intemet. Check out

193.251.37.55

¥ France, Saint-
Quentin-en-Yvelines

ics

United States 96.57.176.74
Poland :
Canada

Korea, Republic of === United

States, Paterson

Taiwan
ics

166.153.136.252

Service Provider Corporation

8.11.6. L TI=thiH “MELSEC-Q” BUHEXi8%

port:5006,5007 product:mitsubishi

'. SHODAN Explore Downloads  Pricing@  port:5006,5007 product mitsubishi

New Service: Keep track of what you have connected to the Intemet. Check out
133.34.157.18

B Japan, Yokohama

ics

202.15.24.253

Japan

China B Japan, Okazaki

Poland L

United States 7 202.15.30.240
Taiwan

B Japan, Okazaki
ics

133.34.157.115

0 Japan, Yokohama

% 75
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8.11.7. EIZTISNNT “CODESYS” HIHEXISSE

port:2455 operating system

'. SHODAN Explore Downloads Pricing &2

New Service: Keep track of what you have connected to the Internet. Check out

178.242.82.130

L
' AY

217.30.77.18
ia, Prague
86.56.148.242

& Austria, Steyr
TURKCELL INTERNET 5 Ics
Deutsche Telekom AG 178.242.130.106

Korea Telecom

€ Turkey, Istanbul
Asahi Net

ics

Vodafone Telekomunikasyon A.S.

8.11.8. {RETIEMINI "S7" RIEXRIRE

port:102

Yy SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

) Unauthorized

& Canada, Granby

United States
China

France

Israel

Taiwan

Amazon Technologies Inc. 2,025

Chunghwa Telecom Co.,Ltd.nNo.21-3, Sec.
1, Xinyi Rd., Taipei 10048, Taiwan,
R.O.C.nTaipei Taiwan 1,326 cloud

8 |ndia, Mumbai

% 76 T
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8.11.9. ##FETH=HNNIT "BACnet” RIEXKIREF
port:47808

Y SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Internet. Check out
50.247.22.189

B -

G
O States, Aubumn Hills
1] 5
2 ics
United States
34.204.169.236
Canada Z 5
Japan

France

Germany 32 =& United
States, Ashburn

cloud honeypot

Comcast Cable Communications, LLC 1
Charter Communications Inc

AT&T Corp.

8.11.10. EETIZINYNII "HART-IP” RUHHXKIRES

port:5094 hart-ip

'Y SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

174.77.73.234

Service Provider Corporation

AT&T Mobility LLC
=2 United

Comcast IP Services, L.L.C. States, Cleveland

Cox Communications Inc. ics

166.131.69.74

&= United States, New
Orleans

ics

CAVAN
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8.11.11. ¥¥EFETIENNII “Omron FINS” BIEXIZEH
port:9600 response code

'. SHODAN Explore Downloads Pricing 2

New Service: Keep frack of what you have connected fo the Intemet. Check out

162.191.43.101

== United
Siates, Lexington Hills

ics

Spain
Canada
France
United States

Portugal

88.149.221.49

TELEFONICA DE ESPANA

NOS COMUNICACOES S.A. 4 ¥ ltaly, Milan

8.11.12. $RFTI=MHNII “TEC 60870-5-104" RIHAXKIZE

port:2404 asdu address

#Q SHODAN  Explre  Downloads  Pricing 2

New Service: Keep track of what you have connected fo the Intemet. Check out
202.99.201.202

* China, Beying

ics

5.11.221.45

Turkey © Turkey, Istanbul

United States m

Russian Federation

p— 46.38.231.54

Belarus 72 -
‘Germany, Muggensturm

honeypot

217.31.247.179

TURKCELL INTERNET
Amazon Technologies Inc.

netcup GmbH

€ Turkey, Istanbul

% 78
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8.11.13. HETI=MMNI “DNP3” RIHEXIZS

port:20000 source address

@ SHODAN  Bxplore  Downloads  Pricing 2

New Service: Keep frack of what you have connected to the Internet. Check out
63.43.98.8

== United States, New
York City

4 ics
United States

166.140.106.40
Poland 10 sub-1¢ ¢

China
Canada

ted
Ecuador 0 & Sunnyvale

8.11.14. T TN “EtherNet/IP” BIIEXIZSH

port:44818

‘. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Intemet. Check out

18.217.0.161

Y E !
=% United
1 States, Hilliard

United States toud

Israel 6 77.234.76.220
China AR

United Kingdom

Canada 55 == Hungary, Budapest

Service Provider Corporation
Partner Communications Ltd.
Dom Tehniki Ltd

Goldenlines - 012

Amazon Technologies Inc.

2 79 T
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8.11.15. IRE TN “"PCWorx"” RUIHXKIRE

port:1962 PLC

SHODAN Explore Downloads

WIND TRE S.PA.

Telekom Deutschiand GmbH
Telecom Italia Mobile

NIB (National Internet Backbone)

TURKCELL INTERNET

8.11.16. ¥EZ= T =N “Crimson v3.0”

Pricing 2

New Service: Keep track of what you have connected to the Internet. Check out
41.214.168.234

Morocco, Casablanca

ics

80.28.215.77

== Spain, Castello de la
Plana

ics

104.128.170.86

&5 United
States, Chattanooga

ics

RIEXIRE

port:789 product:"Red Lion Controls"

Downloads

SHODAN Explore

United States
France
Canada
Australia

United Kingdom

Service Provider Corporation 668

Celico Partnership DBA Verizon Wireless

1
Bell Mobility, Inc. 3913

Pricing 2

9 product"Red

New Service: Keep track of what you have connected to the Intemet. Check out
166.153.211.123

== United
States. Houston

Ics

70.120.153.106

=E United States, Irving

ics

166.156.103.143

== United
States, Chicago

% 80 W
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8.11.17. ¥EZE TN “ProConOS” BIIHXKISH

port:20547 PLC

'. SHODAN Explore Downloads Pricing 2

New Service: Keep track of what you have connected to the Internet. Check out
BIG-IP®- Redirect

-
Singapore, Singapore
United States 3

China cloud honeypot

Belgium

139.162.182.54
Mexico —

Canada

== Germany, Frankfurt
am Main

cloud honeypot
Linode

CloudVsp.Inc 5 45.79.142.211

8.11.18. RFRINMuLIRIZHIRS

"in-tank inventory" port:10001

SHODAN Explore Downloads Pricing &2 in-tank inventory” port: 10001

New Service: Keep track of what you have connected to the Intemnet. Check out

70.124.54.14

United States

Germany

Puerto Rico
Canada

Australia

% 81 W
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8.11.19. ¥EFZBITH=HIZE, AFUTIRIGL

mikrotik streetlight

’. SHODAN Explore Downloads Pricing g2 mikro

New Service: Keep frack of what you have connected 1o the Intemet. Check out

24.221.236.204

== United
States, Harmson

Service Provider Corporation 24 166.148.222.117

Optimum Online (Cablevision Systems) 4
T-Mobile USA, Inc.

&8 United
States, Waltham

67.86.189.27

% 82 W
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8.12. WiE=RTIR

Shodan AJLAMAEIERERRMWEZAN , HliNtX , mOS KRS | #(F

RG , WMEIMYEZE. Bal Shodan 457 2K BHRIESORE! | 83E SSL.
HTTP. Bitcoin, NTP, SNMP. Telnet, Screenshots &,

FBHBEZA : https:/beta.shodan.io/search/filters 3KEY,

Filter Reference EXAMPLES

General

% 83 W
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Shodan {ERF—FHEEIF

|l S aes

0. iR

9.1. ffis® A--Banner &=

9.1.1. EHEH

& #HR &3
asn HERAET AS4837
data JIR %41 £ & banner HTTP/1.1200...
ip BHAE TP Hoab s K 493427495
ip_str FrEA P 199.30.15.20
ipv6 F ¢ % A IPv6 2001:4860:4860::8888
port i 5563 B & 80
timestamp W E 1z B0 H HA 2014-01-15T05:49:56.283713
hash B4R B b o 3 B Numerichasho}t:thedatapropert
hostrames B TPt 3 A4 [“shodan.io”,“’\’z&]lww.shodan.io
domains B #r IP WY BT 8 4 [“shodan.io”]
link M EHERE DLA /38 | A 25
location IR & B 4 B 4
opts %l\}*ﬁ%%‘é‘?%‘%ﬁ(i‘%ﬁ@@ﬁ
F Z 4 banner #
org AT 1P B4 4R Googlelnc.
isp i35 1P = |8 8y ISP VerizonWireless
0s BERAR Linux
uptime IP £ 4 Hf|e] 50
s Bk R A AR est o]
(U B K565 )
iransport A ?’ \‘&% ba{mer BN 1% fop
P (UDP = # & TCP)

% 84 T
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9.1.2. Elastic [B1#

A faix
elastic.cluster BXRERN—IRERER FRTRNES1S
elastic.indices =
elastic.nodes
9.1.3. HTTP (S ) Bt
BIR faix
http.components FAF Bl MILARIRGuL R AR
http.host RIEFEHZ SRAMEYRAA) HTML
http.html MIEAY HTML IS
http.htm!_hash htm] B5HE
http.location B2 HTML s
http.redirects BREMNEE@SIER, BMEERAREE=

NEM : EHL. BIRIONE

http.robots robots.txt SAHFAYRIL

http.server HTTP M AYRRSS 28k

http.sitemap MILERY Sitemap XML
http.title KA RER

% 8 T
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9.1.4. BB

B faEid
area_code REVUENXES
city WHER
country_code 2 M RHARMMERG
country_code3 3 MR EHARIERIE
country name ERLE
dma_code IEEMHXS ({(REE )
latitude 31
longitude 1z
postal_code BRI 4AD
region_code ARG

9.1.5. SMB [@1¥

& i
smb.anonymous RSB RIFERLERE
smb.capabilities BB S5 SR AIThAEDIZR
smb.shares AT AR =gk
smb. smb_version T I S Bt A
smb. software IR AR
smb.raw Y ge S N WA e G I
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0.1.6. SSH B

|l S aes Shodan (EFIEH—AiEAIT

R fiik
ssh.cipher RS HAE)EFRRY D
ssh.fingerprint IBEIE
ssh.kex IRSEE I ES AR ES R
ssh.key %5588 SSH %48
ssh.mac HEINIEEEX

9.1.7. SSL &%

SNERARSSER SSL #4TE% |, W Shodan EHATHINMNLS , HELATEMEF

RAER

B

ik

ssl.acceptable cas

IRSS SRIEZAER IR IET IR

ssl.cert B#EHTAY SSL IEH
ssl.cipher SSL A EILERS
ssl.chain MAPIERERRIEBRY SSL iEHFIZE

ssl.dhparams

Diffie-Hellman 2§

ssl.tlsext

IRSSEESIEMI TLS ¥R

ssl.version

XF5H9 SSL hRAR

2 87T |
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9.1.8. ISAKMP [E1%
LA J9f8FE ISAKMP HXE VPN ITEERE I

& ik
isakmp.initiator_spi FIHAIYEEHY hex RAOIIZ S HZ|
isakmp.responder_spi FITIMRISEH) hex RIBMZ LS 4ZE|
isakmp.next_payload Boih&iZERT— payload
isakmp.version IS
isakmp.exchange type REHRERY
isakmp.flags.encryption mAIRE
isakmp.flags.commit BRiRE
isakmp.flags.authentication INFIRE
isakmp.msg_id HRA7 SHEIRASIRR
isakmp.length ISAKMP #HEERIK/N

% 88 T



|l S aes Shodan (EFIEH—AiEAIT

9.2. fiIF B--ifErE

9.2.1. HEHlidiEeS
g R ik KB 45451

RETSHBAIZENER
after string after:"04/02/2017"

(dd/mm/yyyy)

asn IBERKSG string asn:"AS4130"

RERGHBHZRIRER

before string before:"04/02/2017"
(dd/mm/yyyy)
category MBI L : ics,malware string category:"malware"
city W= string city:"SanDiego"
country:"ES"country:"C
country EzxEs string
N
geo R string ge0:"46.9481,7.4474"
hash #UERY hash (B int -hash:0
has_ipv6 =82 IPv6 boolean has_ipv6:true
has_screensh
EREEHE boolean has_screenshot:true
ot
hostname FHZEE3 string hostname:"google"
ip ip itttk string ip:"54.67.82.248"
isp ISP {HR7y string isp:"ChinaTelecom"
org s /NE] string org:"google"
0s EERSE string os:"Windows70r8"
port wmAS int port:21
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postal HPBUERIB (N RTFEE) string postal:"98221"
product:"Apachehttpd"pr
product HE. s string
oduct:"openssh"

region WX EZR B string

state string

net CIDR #&=(HY 1P tdik string net:190.30.40.0/24
version BAFhRAS string version:"2.6.1"

vuln JRiERY CVEID string vuln:CVE-2014-0723

9.2.2. HTTP [Jj[EE2

iR S feiz 8
http.component A LR BRI RIS AR TR string
htp-component_category A5 L BRI B2 string
http.html Webbanner string
http.html_hash R HTML BOIAZE int
http.status TRk ANED int
http.title RJ3 title (9 banner string

9.2.3. NTP i€z

B ik RE
ntp-ip BHAEE monlist 5 NTP JRSZE840 1P
ntp.ip_count 744 monlist JREIHY 1P £2 int
nip-more EL/fB;monlist SEREHESH] IP iishh boolean
mtp-port monlist FEQ IP HhiHEEFRAIIHT] int
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B S
9.3. i3+ C--Facets

9.3.1. &£ H Facets

2 ik
asn BiaERSH
city whER
country ExReH
domain GEAEHE
hash_screenshot BT ENEE
isp ISP ETEMZEHR
link L T2 T
org HBEIZMIRAIER
0s BERS
port RFERIROS
postal MBS
product A= R FR
region WX/ ERER
state 817119751 £
uptime EIN=rl=n )]
vuln iR CVE ID
9.3.2. HTTP Facets
&5 fiik e
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hifp.conpenents R PRI AR MR siring

htp.component_category 55 PRI RO siring
http.html_hash HTML FRSSHgIe 5 int
http.status IR ASHD int
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9.3.3. NTP Facets
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=4 1 Hik
ntp.ip monlist IX[AIAY IP itk

ntp.ip_count

#04a monlist IR[EIRY IP =

ntp.more monlist ITEEME BB E S IP it
mtp.port monlist HfY 1P B3 FRRYER

9.3.4. SSH Facets

& Bk
ssh.cipher BIDHYEZFR

ssh.fingerprint BEHEN
ssh.mac {EEIY MAC E£8R
ssh.type EERAUEAYSEEY
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10. Shodan BEMERETR

10.1. Shodan_So

https://github.com/zev3n/Shodan_So

BEFRE

./Shodan_So.py -h

root@VH-8-5-ubuntu:~/tools/Shodan_So#f python Shodan_So.py -h
usage: Shodan_So.py [-f ips.txt] [--ip 217.148.75.46-217.140.75.56] [--search Apache] [--hostnameonly] [--history] [--page 1] [--list_ip] [--list_ip_port]

Shodan_So - Search Assistant: Searching shodan via API. --By: Zev3n

optional arguments:
-f ips.txt Using THe Ips List - File containing IPs to search shodan for.
--ip 217.148.75.46-217.148.75.56
Shodan Host Search against IP/IP range & return results from Shodan about a it/them.
--search Apache when searching Shodan for a string.
--hostnameonly Only provide results with a Shodan stored hostname.
--history Return all historical banners.
--page 1 Page number of results to return (default 1 (first page)).
--list_ip Singled out IP address from query results.
--list_ip_port Singled out IP address with port from query results.
root@VM-8-5-ubuntu:~/tools/Shodan_So#

BRAE

./Shodan_So.py —search “query”

*%% RESULT 99***

IP Address: 52.220.18.176

Last updated: 20821-86-28T11:26:22.676936
Port: 88

Data: HTTP/1.1 382 Found

Date: Sun, 20 Jun 2021 11:26:14 GMT
Server: Apache/2.4.9 (Winé4) OpenSSL/1.8.2j PHP/5.6.30
X-Powered-By: PHP/5.6.38

location: https://52.226.18.176
Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

*** RESULT 108%**

IP Address: 202.29.149.198

Last updated: 2821-86-28T11:26:05.287438

Port: 88

Data: HTTP/1.1 208 0K

Date: Sun, 28 Jun 2621 11:26:83 GMT

Server: Apache/2.4.9 (Unix) OpenSSL/1.8.1g PHP/5.5.11 mod_perl/2.08.8-dev Perl/v5.16.3
Content-Length: 7237

Content-Type: text/html;charset=IS0-8859-1

REUERERFRY 1P FImEA A
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il

BElEF Shodan ERFM—EELIF

/Shodan_So.py --search "apache" --list_ip >> ip.txt

root@VM-8-5-ubuntu:~/tools/Shodan_So# python Shodan_So.py --search "apache 2.4.9" --list_ip >> ips_apache.txt
root@VM-8-5-ubuntu:~/tools/Shodan_So# 1s

ips_apache.txt README.md Shodan_So.py

root@VM-8-5-ubuntu:~/tools/Shodan_So# more ips_apache.txt

- -

UL VAN VAN VA A A T N VA

AN AN NP NP i "
-

[*] Searching Shodan...

Total number of results back: 23868

1308.25.234.128
88.147.6.132
45.79.111.38
139.162.125.189
116.236.2085.169

~list_ip_port S#LZIR[E] 1P L im ORISR | LMEEEARIZSRAYF

/Shodan_So.py -search “apache” --list_ip >> ip.txt --list_ip_port
-iprg SEUESZRINZ CIDR HEsiR |, AISCEEEFRSEEINEVRIEIR.
-f SEEEZHNE— ip MUY |, AEtIEBRITRI | ATESR
EECASAAY ip i ROREI,
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